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Understand the new 
PDPC guidelines to 
help your organisation 
prepare and protect 
what matters. 
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Organisations collect all kinds of information for 
business purposes. Be it sensitive data or non-
confidential information, it is important for any 
organisation to implement robust practices to 
protect what matters. 

In fact, most organisations in Singapore have the 
practice of collecting NRIC details for verifying a 
customer’s identity or for other business purposes. 

However, from 1 September 2019 onwards, 
organisations will need to comply with the Personal 
Data Protection Commission’s new guidelines on 
NRICs and other national identification numbers. 

It is important for organisations to understand why 
these changes are so important, the consequences 
for organisations that do not comply with these 
new rules, and the steps organisations can take to 
ensure compliance.  

Introducing the new PDPC guidelines
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Although the NRIC may be viewed simply as a 
string of numbers assigned to every individual 
at birth, the significance of these digits cannot 
be taken lightly as it is a unique identifier which 
cannot be replaced.

Originally created as an administrative tool by the 
Singapore government, organisations have grown 
accustomed to using the NRIC as a method of 
customer verification. For instance, customers are 
often required to provide organisations with their 
NRIC details so that they can receive goods and 
services. 

However, recent events are requiring organisations 
to be more careful of handling the personal data 
that has been entrusted to them. The SingHealth1 
data breach that happened in 2018 was one 
key example that showed how a national health 

institute may not have implemented adequate 
processes to protect patient information. In the 
age of technological transformation, organisations 
need to be aware not only of how they are 
protecting physical data, but also how they are 
storing data digitally. 

Plans by the PDPC to introduce a mandatory 
data breach notification regime is a step in 
the right direction to remind organisations of 
their responsibility to protect customer data. 
Furthermore, with the General Data Protection 
Regulation (GDPR) already in force, data 
management and protection for organisations 
across the world is only set to become more 
complicated with the geographical reach of the 
regulation. 

Singapore’s Evolving Data Protection Landscape 

 1 Channel News Asia. 2018. Singapore health system hit by ‘most serious breach of personal data’ in cyberattack; PM Lee’s data targeted. [ONLINE]. Available 
at https://www.channelnewsasia.com/news/singapore/singhealth-health-system-hit-serious-cyberattack-pm-lee-target-10548318
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In 1965 the Singapore government created the 
NRIC as a unique identifier for all citizens and 
permanent residents of registrable age under the 
National Registration Act.

Our NRIC is connected to every aspect of our lives, 
such as for opening a bank account or registering 
for a mobile phone plan. Organisations have a 
responsibility to protect the personal data we trust 
them with, especially our NRIC details. 

The new guidelines cover any national 
identification numbers from passports, birth 
certificates, foreign identification and work 
permits. In addition, it also covers any identification 
documents containing numbers from NRICs or 
other national identification documents, be they in 
a physical or electronic form. 

With Singapore being an increasingly frequent 
target for scammers and Singapore’s passports 
being one of the world’s most powerful, it is 
important that organisations know what they need 
to do to comply with the PDPC’s new guidelines 
and protect the personal data entrusted to them.

If organisations do not safeguard our NRIC 
details and identification documents, in physical 
or electronic form, personal information may be 
compromised. Such information may be passed 
onto third parties for marketing purposes and 
rewards, or worse, stolen by identity thieves who 
use valuable information to their advantage. 

What You Need to Know About the National Registration 
Identity Card (NRIC) 
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Wai Ming Yap is a partner at Morgan, Lewis & 
Bockius LLP and a director at Morgan Lewis 
Stamford LLC, a Singapore law corporation 
affiliated with Morgan, Lewis & Bockius. 

Wai Ming Yap’s (WMY) experience spans 
more than 30 years of managing sophisticated 
corporate transactions in Singapore and Malaysia. 
He also acts as a sponsor to issuers on Catalist, 
the sponsor-supervised board of The Singapore 
Exchange (SGX).

Tell us about the New Advisory Guidelines

WMY: The Personal Data Protection Commission 
(PDPC) issued the Advisory guidelines on the 
Personal Data Protection Act for NRIC and other 
National Identification Numbers (“guidelines”) 
to clarify how the PDPA applies to the collection, 
use and disclosure of NRIC numbers (or copies 
of NRIC) and retention of physical NRICs by 
organisations. The guidelines will take effect from 
1 September 2019. 

What is required under the new guidelines?

WMY: Under the guidelines, organisations are 
generally not allowed to collect, use or disclose 
NRIC numbers (or copies of NRIC), unless:

• required under the law; 

• an exception under the PDPA applies; or 

•  it is necessary to accurately establish or verify 
the identity of the individual to a high degree of 
fidelity. 

Organisations should generally also not retain an 
individual’s physical NRIC unless the retention of 
the physical NRIC is required under the law. 

Are these new guidelines an unusual move by 
the PDPC?

WMY: Since these are guidelines and not new 
laws, it is therefore not an unusual move. It serves 
however to clarify the ambit of an organisation’s 
data protection obligations under the Personal 
Data Protection Act (PDPA), and the application of 
the PDPA provisions, in relation to the collection, 
use or disclosure of NRICs and other national 
identification numbers (such as birth certificate 
numbers, foreign identification numbers and work 
permit numbers).

Are there any exceptions under the PDPA 
which organisations should be aware of? 

WMY: Organisations may collect and use personal 
data without the consent of the individual in the 
following circumstances: 

•  When the information is needed to respond to 
an emergency that threatens the life, health or 
safety of the individual or another individual

• When the personal data is publicly available 

•  When the collection of information is needed 
to provide legal services by the organisation to 
another person or for the organisation to obtain 
legal services. 

Organisations may disclose personal data without 
obtaining the consent of the individual under the 
following circumstances: 

•  When disclosing the information to a public 
agency and when the information that is being 
disclosed is necessary in the public interest 

•   When the disclosure is necessary to contact 
the next-of-kin or a friend of any injured, ill or 
deceased individual.

Ask the Advisor:
Wai Ming Yap 

8 2019 PROTECTING YOUR IDENTITY QUICK GUIDE  |  Singapore



When are organisations legally allowed to 
collect NRIC numbers?    

WMY: Organisations are allowed by law to collect 
NRICs under the following circumstances: 

•  Verification of patient identity: To ensure that 
medical care and treatment is provided to 
the right patient, all healthcare institutions are 
required by the law to document and accurately 
verify a patient’s identity. They also need to 
maintain accurate, complete and up-to-date 
medical records under the Private Hospitals and 
Medical Clinics Regulations. 

•  Mobile phone line subscription: Under the 
Telecommunications Act, telecommunication 
companies who provide mobile phone services 
are required to collect customers’ NRIC 
information and keep a copy of their NRIC as 
evidence of identity. 

•  Enrolling in private education: Registered 
private education institutions are permitted to 
collect their students’ NRIC numbers and keep 
proper records of their enrolled students under 
the Private Education Regulations. 

•  Employment records: All employers need 
to maintain detailed employment records of 
employees covered under the Employment 
Act, including their employees’ NRICs as stated 
under the Employment Act. 

When are organisations not allowed to collect, 
use or disclose NRIC numbers? 

WMY: Organisations are not allowed to collect, use 
or disclose NRIC numbers:

•  When keeping a record of shoppers who 
redeem free parking at a mall 

•  When verifying the identity of customers who 
purchase movie tickets online 

•  During registration for retail member 
programmes to manage customer accounts 
and membership points, or during lucky draw 
registrations 

•  When establishing the identity of visitors to a 
private condominium for security purposes 

•  When establishing the identity of visitors to a 
commercial building 

•  When providing a service such as the rental of 
bicycles to customers.
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Are there reasonable alternatives that 
organisations can use in place of NRIC 
numbers? 

WMY: While the PDPC does not prescribe 
the alternatives that organisations should use 
to replace the collection of NRIC numbers, 
organisations need to assess the suitability of 
these alternatives based on their own business and 
operational needs. 

•  Using other identifiers such as names, partial 
NRIC numbers, vehicle numbers or mobile 
numbers when keeping a record of shoppers or 
for redeeming free parking at a mall 

•  Issuing a booking reference number of an SMS 
confirmation when verifying the identity of 
customers who have purchased movie tickets 
online 

•  Using other mobile numbers, email, addresses, 
user-generated identifiers or partial NRIC 
numbers for managing membership 
programmes, lucky draws, registering for interest 
in a retail product or for submitting feedback 

•  Checking a visitor’s NRIC or other photo 
identification and recording the visitor’s full 
name partial NRIC number, mobile number and 
vehicle registration number when entering a 
private condominium

•  Having a single point of exit for visitors to return 
the visitor badges before leaving the building 

•  Collecting a small monetary deposit or using 
mobile apps for services such has bicycle rental.  

What kind of penalties are in place for 
organisations that do not comply?

WMY: The PDPC may issue a direction for the 
organisation to stop the collection, use or 
disclosure of personal data if it does not comply 
with PDPA guidelines. It may also request that the 
organisation destroys the personal data collected 
and insist that the organisation pay a financial 
penalty not exceeding S$1 million. 

Organisations are also not allowed to obstruct 
the PDPC from performing their duties under the 
PDPA, make a false statement to the PDPC, or 
knowingly mislead or attempt to mislead the PDPC. 
In the event that this happens, the organisation or 
person is liable to (in the case of an individual) a 
fine not exceeding S$10,000 or to imprisonment 
for a term not exceeding 12 months or to both 
and (in any other case), to a fine not exceeding 
S$100,000. 
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Tips for Organisations
Jenson Tan

As General Manager of Shred-it Singapore, 
Jenson’s top priority is to consult organisations 
on the importance of safeguarding confidential 
data in a secure and environmentally responsible 
manner. 

Jenson shares some of his top tips for 
organisations on how to prepare for the upcoming 
changes:

1.  Review data management practices 
Organisations are encouraged to review 
their existing business practices involving 
the collection, use and disclosure of national 
identification numbers of physical identification 
documents, be they physical or electronic, to 
ensure that their practices are aligned with 
the new guidelines. In addition, organisations 
need to review their data retention policies and 
ensure that they do not keep the personal data 
after it is no longer necessary for the purposes 
for which the personal data was collected. 

2.		Shred	all	unwanted	identification	
information securely 
If organisations currently have identification 
numbers or copies of identification documents, 
physical or electronic, in their possession or 
control, organisations should consider whether 

they are permitted to retain these under any 
law, whether an exception applies or where it is 
necessary to accurately establish the individual’s 
identity. In the event that it is not necessary 
to identify an individual to a high degree of 
accuracy, it is not necessary for the organisation 
to collect the individual’s NRIC number even if 
consent has been obtained.

Organisations should consider using a trusted 
shredding service provider to ensure that all 
unwanted identification information is securely 
destroyed. In addition, organisations need 
to ensure that e-waste containing personal 
data such as NRIC details is safely disposed 
of ensuring that the confidential information 
remains secure. 

3.		Data	Protection	Officer	to	take	the	lead	in	
ensuring organisations are compliant 
As the legal guardian of an organisation’s data, 
the Data Protection Officer (DPO) needs to 
ensure that the company is compliant with the 
new PDPC guidelines. This can be achieved 
by identifying potential risk areas within the 
organisation and making sure that employees 
understand what is necessary for maintaining 
a secure data environment, for example by 
regularly holding awareness workshops. By 
understanding the new PDPC guidelines, 
organisations can protect their customer data 
and remain compliant.  

4.	Consult	a	law	firm	for	legal	advice	
Organisations should also consider appointing 
a law firm to assist in reviewing their policies 
and practices to ensure that they are compliant 
with the PDPC’s guidelines.
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Tips for Individuals

•  Individuals need to be aware of when it is legally 
required to produce their NRIC details and when 
it is not necessary

•  Individuals have the right to refuse providing 
their NRIC number to any organisation that does 
not require them to do so under the law

•  Individuals need to hold organisations 
accountable if they find any that have not 
complied with the PDPC’s guidelines. 

Organisations should immediately consult their 
Data Protection Officer on the appropriate actions 
and requirements for disclosing the infraction to 
the PDPC.

Furthermore, organisations can exercise their 
responsibilities to inform the relevant individuals 
whose information has been breached and work 
closely with the PDPC to rectify the situation. 

Individuals who encounter any organisations that 
do not comply with the PDPC’s guidelines can 
lodge an official compliant with the PDPC on their 
website. The PDPC however encourages individuals 
to first contact the organisation to clarify the reasons 
for its actions and seek an amicable resolution to 
the matter.  

How to Report an Infraction
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•  PDPC: https://www.pdpc.gov.sg/ 

•  Shred-it Singapore: https://www.shredit.com/en-sg/home  

•  Morgan Lewis: https://www.morganlewis.com/locations/singapore

Where to go for More Information 

About Shred-it and Morgan Lewis

About Morgan Lewis

Morgan Lewis Stamford LLC is a Singapore law 
corporation affiliated with Morgan, Lewis & Bockius 
LLP. Located at the crossroads between the west 
and the east, Singapore is a major hub city serving 
as a key gateway to Asia, a global destination for 
most corporations. Our Singapore office houses 
a recognised corporate, commercial, financial 
and disputes practice that legal law journals have 
described as “absolutely  top-class,” delivering 
“sharp, detailed and prompt advice” that is both 
“astute and streetwise.”

About Shred-it 

Shred-it is a world-leading information 
security company providing information 
destruction services that ensure the 
security and integrity of our clients’ private 
information. A wholly-owned subsidiary 
of the US based professional services 
company Stericycle, Shred-it operates 
in 170 markets throughout 18 countries 
worldwide, servicing more than 400,000 
global, national and local businesses.
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Shred-it® is a Stericycle solution.    © 2018 Shred-it International. All rights reserved

How Shred‑it® Can Help
The Shred‑it Protected Workplace
Our integrated suite of products and services   — including Paper Shredding,  
Hard Drive Destruction and Workplace Security Policies, all delivered through a 
secure Chain of Custody — are designed to protect the things that matter most,  
every single day.

Shred‑it Secure Document and Hard Drive Destruction
»   Secure end-to-end chain of custody processes
»   Certificate	of	Destruction	after	every	service
»   Tailored solutions to your organisation’s needs

Advice and Expertise
»   Trained experts in information security
»    Provide a Data Security Survey at your organisation  

to identify information security risks

Learn more about information security at 
shredit.com/singapore or call 6787 7777

This Guide is provided for your convenience and does not constitute legal advice or create an attorney-client relationship. Recipients of this 
Guide should not take, or refrain from taking, actions based upon the content of this Guide. Prior results do not guarantee similar outcomes.  
Attorney Advertising.


