
Shred-it’s Positioning 
on the PDPC ‘Guide to 
Disposal of Personal Data 
on Physical Medium’

According to the PDPC the three main forms of acceptable  
approaches to disposal of physical data are:

 1.  Shredding: This is the preferred and most common means of disposal and the  
PDPC Guide devotes the most time to this means of personal data destruction.  
Shredded paper can be recycled so there is a big environmental benefit with this method.

 2.  Incineration: This option is limited in Singapore and from an environmental  
perspective shredding followed by recycling of paper is preferred over incineration.  
Therefore, this option is mainly recommended for non-paper physical data disposal  
(e.g. DVDs, CDs, etc.)

 3.  Pulping: This means of disposal is not available in Singapore,  
hence data sets will be shipped abroad for final destruction.  
In this case, the PDPA’s Transfer Limitation Obligations  
(i.e. the need to guarantee equivalent protection to  
that provided for in the PDPA wherever the data  
is shipped) would need to be complied with  
throughout the process until final  
destruction takes place.

On 20th July 2016 the Personal Data Protection Commission (PDPC) issued  
a guide about the proper disposal of personal data on physical medium.  
The document outlines best practices; highlights common disposal mistakes;  
and provides useful information when considering outsourcing of disposal.
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Basic rules:

 1.  In addition to paper, “Physical” medium also applies to other read-only media  
such as DVD’s and CD’s.*

 2.  Personal data on physical medium must be “destroyed” in a way that renders it  
UNREADABLE or IRRETRIEVABLE.

 3.  The PDPC note that disposal is “not to be taken lightly and should be well managed  
and controlled” (and auditable).

 4.  The guide is not a ‘one size fits all’ policy and companies should conduct their own review  
of the personal data they gather and use it to determine for themselves the risks of unauthorised 
access and the appropriate measures to put in place for the safe disposal of said data.

 5.  Personal data on paper and other physical media has to be protected throughout its lifecycle.  
This goes for original data sets as well as any subsets and/or copies that contain the data.

 6.  The protection obligation does not end with personal data being “discarded in the trash bin”.  
Such disposal is deemed incomplete according to PDPA rules and is considered non-compliant.

 7.  Tearing of paper, throwing documents with personal data into trash or recycling bins are also 
considered incomplete disposal because the data is still recoverable in this form. Such means  
of disposal significantly increase the risk of a data breach.

 8.  If in doubt as to whether a document contains personal data, PDPC best practice advice  
is to destroy the document.

 *  Although re-writable media like hard drives and USB sticks are technically not considered physical  
media for the purposes of this guide, because personal data can be overwritten, we recommend that  
the physical disposal of such devices follow the recommendations outlined in this guide.

In-house shredding vs. third party shredding:

Considerations include the type of personal data, the volume of data and the staff strength to  
carry out shredding activities. Widely known shortfalls with using office-based shredders which  
are highlighted in the guide include:

 1. Lack of access to shredders

 2. Noise issues caused by shredders

 3. Irregular clearing of waste baskets from shredders

 4. Breakdown of shredders

 5. Shredders are slow and take significant time to shred data

Outsourcing secure document destruction to third-parties:

While the destruction of physical medium can be outsourced, the responsibility for the personal  
data remains with the original producer of that data and cannot be delegated to any third party.  
Therefore, it is imperative when outsourcing that the destruction company chosen is instructed of  
their obligations under the PDPA to safeguard the data as if it were their own. This includes having  
demonstrable secure processes, systems, equipment and documentation in place to protect that data.

S H R E D - I T ’ S  P O S I T I O N I N G  O N  T H E  P D P C  ‘ G U I D E  T O 
D I S P O S A L  O F  P E R S O N A L  D ATA  O N  P H Y S I C A L  M E D I U M ’ 

For peace of mind, contact Shred-it today  
6787 7777  |  shredit.com/singapore
© 2019 Shred-it International. All rights reserved.



Advantages of using a reputable third-party secure document  
destruction company include:

 1.  Acts as a dedicated and trusted data security specialist partner that oversees  
the disposal process end to end.

 2.  Provides a comprehensive solution that is secure and makes it convenient  
for staff to dispose of confidential personal data.

 3. Overcomes the limitations of in-house shredders.

 4.  Saves valuable employee time, especially when resources are scarce, and reduces  
risk of delayed shredding which can lead to insecure storage and disposal of paper.

Common non-compliant practices to be aware of as per the PDPC guide:

 1.  Leaving documents that contain personal data unattended prior to destruction  
leaves it vulnerable to unauthorised access.

 2.  Leaving documents at the rear entrance of an office or in the basement of a building  
leaves personal data vulnerable to third party access.

 3.  Tearing and throwing paper into the bin does not render the data unreadable  
and hence the data is not considered destroyed.

 4.  Re-using paper documents (i.e. internal reuse/recycling) prior to shredding  
can increase risk of unauthorised access to personal data.

 5.  Strip or straight cut shredding allows for reassembly of the data by readily-available  
scanning software. Therefore, for personal data that carries a significant risk and impact  
on individuals, cross-cut shredding is the more secure standard.

Typical disposal mistakes as per the PDPC guide:

 1. Complete data sets are considered more important than partial data sets.

 2.  Copies of documents with personal data that contain errors are neglected  
and not disposed of securely.

 3.  Paper documents are considered “valueless” and “unimportant”  
once no longer required, which can lead to insecure storage and disposal.

 4. Paper containing personal data is disposed of via recycling bins.

 5.  Recycling bins are not locked and data is not shredded before leaving  
the building and is therefore not compliant as it is not destroyed (yet).

 6.  Allowing internal recycling of paper by staff greatly increases the risk  
of unauthorised (accidental) access to personal data.

 7.  Lax training on personal data and the appropriate secure data disposal  
processes and procedures in place.
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Important considerations when outsourcing:

 1.  Paper recycling companies make more money from selling unshredded paper  
hence represent a potential conflict of interest and a potential security risk as to whether  
paper entrusted with them is actually shredded or not. (Using a dedicated secure  
destruction company, like Shred-it removes this risk).

 2.  Make sure to check on how the company handles the paper from collection  
to destruction – do they have a secure chain of custody?

 3. Review what background checks they do on their staff and how they are trained.

 4.  Verify whether they conduct the destruction of physical medium themselves  
or whether they outsource the task.

 5.  Make sure that paper on collection trucks cannot be accessed by unauthorised persons  
during transit (and potentially also between multiple pick-ups) and that it is not shipped  
overseas before being destroyed.

 6.  Whenever possible have an authorised member of staff witness the destruction personally.

Shred-it’s information security best practice tips:

 •  Implement information security policies for your workplace, including any off-site  
locations (e.g. for home workers or when employees are travelling on business).

 •  Monitor websites of applicable data protection regulators, including the PDPC.  
Be on the lookout for new guidelines and policies or any new enforcement decisions.

 •  Regulate access to confidential information – employees should have access only to  
information they need to do their jobs.

 •  Provide appropriate technological safeguards – for example, firewalls,  
anti-malware software, and encryption technology.

 •  Physically protect information, including implementing a Clean Desk Policy to ensure  
confidential information isn’t left unattended and vulnerable to unauthorised access. 

 •  Provide ongoing training to encourage secure work habits and familiarise employees  
with policies and procedures.

 •  Regularly review what personal information is collected, how it is used,  
and how long it is retained. Limit the amount and type of personal information  
collected to what is necessary and securely destroy it when it is no longer needed. 

 •  Introduce a Shred-it All Policy to prevent confidential documents accidentally  
ending up in unsecure waste or recycling bins due to employee error.

About Shred-it

Shred-it is a world-leading information security company providing information destruction services  
that ensure the security and integrity of our clients’ private information. A wholly, owned subsidiary of  
the US based business to business services company Stericycle, Shred-it operates in 170 markets  
throughout 17 countries worldwide, servicing more than 500,000 global, national and local businesses. 
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