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PRIVACY LEGISLATION SUMMARY

The Singapore Personal Data Protection Act
A guidance note compiled in conjunction with Eversheds Singapore

The Personal Data
Protection Act (PDPA)
is a baseline law that:

“ Governs the collection, use and disclosure of personal 

data by organisations in a manner that recognises both 

the right of individuals to protect their personal data 

and the need of organisations to collect, use or disclose 

personal data for purposes that a reasonable person 

would consider appropriate in the circumstances.”

Who is Affected?

Secure document destruction in Singapore has never been more important following the enactment of the 

new Personal Data Protection Act (2012) (the “PDPA”), which came into effect in January 2013, enforced since 

July 2014.

The PDPA is concerned primarily with the rights of individuals to protect their personal data. ‘Personal data’ is 

given a wide definition under the PDPA and includes all types of data, whether true or not, about an individual 

who can be identified from that data or from that data and other information to which an organisation has or 

is likely to have access.

How to Comply?

Amongst other obligations, the PDPA makes legal requirements on organisations:

(i)   To protect personal data in its custody or under its control, by making reasonable security 

arrangements to prevent unauthorised access, collection, use, disclosure, copying, modification or 

disposal of personal data; and

(ii)  To cease to retain documents containing personal data as soon as the purpose for which the personal 

data was collected is no longer served by the retention and where retention is no longer necessary 

for legal business purposes.

The PDPA also holds organisations responsible for personal data processed on their behalf by their contractors 

(i.e. a data intermediary) as if the personal data were processed by the relevant organisation itself. This means 

that organisations may be held accountable for the personal data processed by their  document destruction 

contractors notwithstanding that such personal data may be out of their control or possession.
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6787 7777 or visit us at shredit.com/singapore

Offences and Penalties

Failure to comply with the requirements of the PDPA may be an offence and will risk enforcement action by 

the Personal Data Protection Commission, which has the power to administer a financial penalty up to SGD 

1 million and other measures it thinks fit according to the circumstances.

It is therefore essential for organisations to ensure that the personal data in their custody undergoes secure 

destruction by a trusted service provider whenever documents containing personal data need to be 

disposed of.

How Shred-it Assists with Compliance

Shred-it is ideally placed to help organisations comply with the PDPA through the provision of our on site 

shredding services.

Unlike other off site destruction services, where the organisation retains responsibility for that personal 

data from when it leaves their premises, while in transit and up to the point of destruction – whenever and 

wherever that may be - Shred-it mitigates the risk of non-compliance of the PDPA by shortening the chain of 

custody because our secure shredding service is done on site. With Shred-it, the information is destroyed 

within minutes at your premises and a Certificate of Destruction is provided once shredding is complete. This 

means less risk, more peace of mind and visual verification that the information has been destroyed. What’s 

more, Shred-it does not outsource any of it’s document shredding to “partners” or third parties as some off 

site destruction companies do in Singapore, reducing the risk of any unauthorised access or dealing with 

personal data by any third party.

Other Resources

http://www.eversheds.com/global/en/where/asia/singapore/index.page 
https://www.pdpc.gov.sg/Legislation-and-Guidelines/Personal-Data-Protection-Act-Overview

This information should not be regarded as a legal opinion or legal advice. 

Enforcement
Ensuring private sector adherence to and enforcement of the PDPA is the 

task of the Personal Data Protection Commission (PDPC). Further details 

are available in Section 31 of the Act (Power to give directions).


